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The Secure Development Lifecycle (SDLC) Context
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The Secure Development Lifecycle (SDLC) Context
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Sometimes Someone Else does your Work for you

PATCH

About the Authors
“A Candid Perspective on Hospital IT Teams and og_

Director of Medical Cybersecurity
Medical Device Cybersecurity” (Harbor Labs)

Dr. Luis Vargas is the Director of Medical Cybersecurity at Harbor Labs. His extensive research and publications
in the field of medical endpoint security in hospital networks allows him to combine the security perspectives of

) H oS pi taIS Start fro m a Posi tio n Of D istru St medical device manufacturers, regulators, and clinical end users together in every Harbor Labs engagement. Highly

published and the holder of multiple security-related patents, it is Dr. Vargas' broader expertise in data science and
machine learning that allows him to lead Harbor Labs’ many Al-based medical projects. Dr. Vargas specializes in

o IT S eC u rl ty Ofte n E n te rS the P roces S Late surgical robotics systems, Software-as-a-Medical Device (SaMD), clinical Al systems, and EHR/EMR systems.
Dr. Vargas holds his Ph.D. in Computer Engineering from the University of Florida.
* A Good MDS2 Makes a Huge Difference

* Hospitals Rarely Test Devices Themselves 0*’

Dr. Mike Rushanan is the Chief Scientist at Harbor Labs. Dr. Rushanan has been on the front line of the medical
device security industry since its inception, serving as the lead engineer on the FDA's first ever cybersecurity alert

° A Th ree'Way D I SCO n neCt EXI StS in 2015. His extensive experience with all facets of medical cybersecurity, including regulatory policy, clinical

technologies, healthcare IT, cryptography, and secure system design is reflected in the countless thousands of
fielded medical systems certified through his reviews.

* Vendors Sometimes Shift Risk to Hospitals

Dr. Rushanan is renowned for his work in diabetes care cybersecurity. He has worked with most major providers
and a broad set of diabetes care technologies, including insulin pumps, CGMs, closed loop systems, and diabetes

® I n C|d e nt Res pon Se Ca pab || |t| es Are Ofte N L | m | ted management software. Dr. Rushanan also specializes in cardiac care systems, surgical robotics, next-gen

sequencing systems, and drug infusion systems.
o S B O M E 1 B A R I U d Dr. Rushanan teaches the course Security and Privacy in Computing, and is the course designer and instructor of
S X I St Ut re a re y Se Medical Device Security at Johns Hopkins University.

His Ph.D. from Johns Hopkins University is in the area of Computer System and Network Security.

| Mo i .
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How Hospitals Can (Need to) Address Cybersecurity
Example - Procurement

PATCH

* Manufacturer Maturity
« Standards Alignment
* Secure Development Lifecycle
* Maintenance & Transparency Morlel Confract-Larigmage for MedTech

. Product Maturity e
Network Security ‘J’ ;
* Physical Security
* Malware Protection & Intrusion Detection
* Audit & Logging
* Encryption
* Access Management

* Secure Updating & Patching
* Risk & Attack Surface Reduction

* Performance
* Vulnerability & Incident Management
e Customer Support

NOVEMBER 2025
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How Hospitals Can (Need to) Address Cybersecurity
Example — Security Documentation

PATCH

Security-relevant documents — user and FDA expectation:

* User = operator / maintainer (clinical / technical) but also patients, ...

* Part of “cybersecurity transparency”

* Documentation is used to a) assess MDM maturity; b) securely operate and maintain devices
Examples:

Manufacturer Disclosure Statement for Medial Device Security (MDS?)

Security controls and controls maintenance (e.g., anti-malware)

List of ports and interfaces

Supporting infrastructure

Supporting diagrams

SBOM

SW/FW update notifications, distribution, and instructions

Device incident detection and response behavior

Security event detection and logging; forensic evidence capture

Protective features (e.g., backup, retention and recovery of device configuration)
Secure configuration and user-configurable security features

Expected EOL/EOS

Decommissioning features



PATCH

How Hospitals Can (Need to) Address Cybersecurity
Example — Managing Security

Inventory Visibility:

* Know what’s on your network

* Know security properties

* Understand integration & dependencies
* |dentify risk & plan a path forward

Today’s Inventory Reality:

* Legacy & disparate inventory systems
(CMMS, CMBD)

* Many systems not security-aware

* Devices may not be network scannable
or discoverable

Network Best Practices:

* Segment based on risk, functional
needs, redundancies, etc.

* Monitor network traffic

* Use secure / encrypted protocols

* Secure remote access

Today’s Network Reality:

* Flat or only rudimentary segmentation

* Legacy devices may force everything to
the lowest common denominator

* Encrypted protocols (DICOM, HL7) not
utilized ... for a variety of reasons
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Cybersecurity Technologies — Passive Network Monitoring

PATCH

T 9 b

Medical Device Network Imaging Network

Integration with:
* Asset management
(CMMS/CMDB)

* Risk tools
ﬁ * IT Security tools

Provides:

* Pre-procurement assessment

* Supply chain risk mgmt.

* Recall management

» Security best practices
‘ + Traffic analysis

* Behavior baseline

» Security event detection
PNM Solution * Usage & network statistics

* Vulnerability identification
* Risk remediation prioritization
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SPAN/TAP =
connection

External sources:
* Recalls and
advisories ‘
* Vulnerability
disclosure
* Manufacturer security

data (e.g., MDS2)
+ Community-derived




+ How Hospitals Can (Need to) Address Cybersecurity

PATCH

* Procurement and replacement planning

« Staffing, Training, and Budgets

» Vendor relationship

» Security Transparency

* Inventory quality

* Vulnerability management / risk reduction

* End-of-Life Management

« Secure decommissioning

* Network segmentation

» Supplemental security (from firewalls to network-based detection)

CY 7790 / CY 4973 - Medical Device Cybersecurity
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Just in from Texas

PATCH

All hospitals, acute care facilities and long-term care facilities in

Texas must (summarized):

» Review FDA cybersecurity guidance for medical devices

 Align operational policies and procedures with FDA
guidance, including procurement, maintenance and
decommissioning processes.

« Assess devices for potential cybersecurity risks.

« Identify and mitigate vulnerabilities and maintain compliance.

Directed by Texas HHSC on 3/26/26

Following executive order by Governor Greg Abbott addressing
China-made devices (3/9/26)

But — unclear consequences of non-compliance

;: Health and Human
¢ Services

Required Compliance with FDA Cybersecurity Guidance for
Medical Devices

The Texas Health and Human Services Commission (HHSC) is directing all health
care facilities to review, understand and mitigate the risk of unauthorized actors
remotely accessing protected health information.

All hospitals, acute care facilities and long-term care facilities in Texas must:

+ Review applicable U.S. Food and Drug Administration (FDA) cybersecurity
guidance for medical devices in use within their organization.

+ Align operational policies and procedures with FDA guidance, including
procurement, maintenance and decommissioning processes.

+ Assess devices with a network function or remote access capabilities for
potential cybersecurity risks.

+ Coordinate with manufacturers, vendors and internal information technology
(IT) and security teams to identify and mitigate vulnerabilities and maintain
compliance.

On Jan. 30, 2025, the FDA issued a notice identifying cybersecurity vulnerabilities
with Contec CMS8000 and Epsimed MN-120 patient monitors. These vulnerabilities
may expose patient data and affect device performance. The FDA recommends
health care facility staff email Contec to receive a software patch and installation
instructions to remove the network function. The patch only allows the patient
monitors to be used locally.

Cybersecurity Vulnerabilities

Medical devices that incorporate software, wireless communication, and network
access may introduce cybersecurity vulnerabilities, including risks to patient safety
and data integrity. The FDA recommends health care facility staff use only the local
monitoring features of these devices.

The FDA also recommends identifying and managing cybersecurity vulnerabilities;
implementing appropriate safeguards and controls; timely updating devices with
security patches; and performing risk assessments, ongoing monitoring and
incident-response planning.

Failure to adequately address cybersecurity risks may result in increased exposure
to unauthorized access, disruption of clinical services, compromised patient data,
and potential threats to patient safety.

Please share this information with appropriate departments, including clinical
engineering, biomedical services, IT, compliance and executive leadership.

Thank you for your continued commitment to patient safety and system integrity.
Email MDRTHelpdesk@fda.hhs.gov with any questions.

Texas Health and Human Services « hhs.texas.gov « 03/26/26
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The Al Trifecta

Secure Al-Systems Al-based Security Al as Attack Tool
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Al-based Medical Devices Becoming Mainstream

400

350

Annual Number of Al/ML-Enabled Medical Devices
Cleared or Approved by the FDA (1995-2025)
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Al as a Cyber Threat

PATCH

Example: Use of Al to Manipulate CT Images
* Security researchers used Machine Learning

algorithm to introduce / remove evidence of cancer
Radiologists and an Al Tool evaluated the images:

* Radiologists were fooled 99% of the time for
injection, and 94% of the time for removal

* The Al system was fooled 100% of the time
(but — this was 2019!)
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Hackers can add, remove cancer and other illnesses from

Computer Tomography scans

April 5, 2019 By Pierluigi Paganini

Researchers demonstrated that hackers can modify 3D
Computer Tomography scans to add or remove
evidence of a serious illness, including cancers.

A group of researchers from the Ben-Gurion University and the Soroka University Medical Center,
Beer-Sheva, in Israel, have demonstrated that hackers can modify 3D medical scans to the result

of a clinical examination

Attackers can add or remove evidence of various illnesses, including aneurysms, heart disease
blood clots, infections, arthritis, cartilage problems, torn ligaments, and tumors in the brain, heart

or spine

The experts developed proof-of-concept (PoC) malware that uses a machine leaming technique
known as generative adversarial network (GAN) to alter 3D images generated during a Computer
Tomography (CT) scan. Scans are sent to picture archiving and communication systems (PACS)
that store them. The format used to transmit and store the images is DICOM. GE Healthcare
Fujifilm, Philips, and RamSoft are main vendors of

PACS systems

PACS and DICOM semvers are often left exposed to the Internet, the experts found roughly 2,700
servers exposed online using the Shodan search engine

The experts also discovered that medical imagery data are transmitted without encryption, an
attacker can potentially run man-in-the-middle (MitM) attacks to manipulate them

The experts conducted a penetration test in a radiology department of a hospital. In a test
scenario, they connected a small MitM device between the CT scanner's workstation and the
PACS network that allowed them to intercept traffic fram the CT scanner. The researchers
developed an attack framework dubbed CT-GAN to manipulate the images via the GAN technique

VPM Router

!
2

T Utmsownd  Mm

n atac th a subsct of scans,


https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html
https://securityaffairs.co/wordpress/83412/hacking/computer-tomography-scans-hack.html

The Future is Here!

PATCH
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/ Disrupting the first reported Al-

Anthropic says its latest Al model is too powerful for
public release and that it broke containment during orchestrated cyber espionage campaign

testing Nov13, 2025

ByBrentD. Griffiths (+

amuel BolviNurPhotovia

Getty Images

Pshare Csave (s
‘We recently argued that an inflection point had been reached in cybersecurity:a
pointat which Al models had become genuinely useful for cybersecurity
operations, both for good and for ill. This ystemati i
showing cyber capabilities doublingin six months; we'd also been tracking real-

Apr7.2026,429PMET

Anthropic said on Tuesday that it has halted the broader release of its
newest Al model, Mythos, due to concerns that it is too good at finding world cy observing how malici were using Al capabilities.
“high-severity ilities” in major operating systems and web While we predicted thes would continue to evolve, what has stood
browsers. out to us is how quickly they have done so at scale.
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Healthcare Use Cases:

Patient / provider communication
Health & Wellness

Cybersecurity Future Gazing - Telehealth

BUZZFeeDNEWS/§mm BuzzFeed Videos Quizzes Tasty As/is i,

This Woman's Apple Watch Helped
Detect Her Severe Thyroid Problem

Heather Hendershot had no symptoms and felt fine — but her Apple Watch indicated

M edicatio n adherence that she might have a health problem.

Home Care / Hospital at Home
Remote monitoring

Security & Privacy Challenges:

Health data on a consumer device / network
Mixing trusted & non-trusted apps

Device loss or theft

Defining the HIPAA boundary

Mixing of disparate data — health, social media,
geolocation, etc.

Unintended uses of data, e.g., law enforcement

Pacemaker could hold key in arson
case

By Amanda Watts, CNN
) Updated 1:41 PM ET, Wed February 8, 2017 000

F_.
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Cybersecurity Future Gazing - Technology

DATCH

Increasing Supply Chain Attacks:

« Deliver payload (malware) via trusted 3" party software (e.g., NotPetya):
— Difficult to identify: Trusted domain, digitally signed, trusted update process, ...
— Benefits: Rapid distribution within a targeted industry or region
— Circumvent traditional security controls, access with elevates privileges

» Potential to infect and utilize hardware supply chain in the future:
— Such attack would be highly sophisticated and difficult to detect
— Resistant to malware removal, reboot, reformatting, or reinstallation

Data-in-Transit Attacks:
* Gain access to routers and other network infrastructure:

» Steal credentials, account, or other confidential information
> Deliver compromised web page to capture confidential information (“formjacking”)
» Intercept and manipulate data between sender and recipient — man-in-the middle attacks at scale 18



Medical Device Cybersecurity
Manufacturer vs Operator Perspective

PATCH

* HDO Perspective
* The Future is Near — What’s Next?

* Regulatory Topics Roundup

PIRATE CODE

THEY'RE MORE GUIDELINES, THAN ACTUAL RULES
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Regulatory Concepts

PATCH

Essentially Similar across the Globe but Implementation Details Vary

Changes in technology, medicine, and society

Maintain and Update

Establish Create Enforce via Audit for
Legal Context Regulations Market Approval Compliance

Supporting Standards, Practices, and Frameworks

CY 7790 / CY 4973 - Medical Device Cybersecurity 20




Regulatory Concepts

PATCH

Example: US FDA

2023 FD&C Act gave FDA legal FDA cybersecurity Based on manufacturer QMSR-based audits
mandate and authority on pre- and postmarket documentation; rejections now include
cybersecurity (prior to that cyber- guidances; Al, ... for cybersecurity reasons cybersecurity
security as an extension of safety now common

Establish Create Enforce via Audit for

Legal Context Regulations Market Approval Compliance

Supporting Standards, Practices, and Frameworks

Published list of recognized consensus standards
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfstandards/search.cfm
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Regulatory Concepts

PATCH

Example: EU MDR /IVDR

Per MDR/IVDR Annex I. MDCG 2019-16 as Market approval via Cybersecurity
Establishes concepts such “cybersecurity authorized “Notified included in audits;
as lifecycle management, interpretation” and Bodies”; review sampling for testing
secure by design and “state reference to standards documentation and

of the art” security will test

Establish Create Enforce via Audit for

Legal Context Regulations Market Approval Compliance

Supporting Standards, Practices, and Frameworks

Compliance with “Harmonized Standards” is enforced (e.g., IEC 81001-5-1)
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Cybersecurity under EU MDR/IVDR

PATCH Cybersecurity Act GDPR NIS 2

IT Security, Operation Security Safety/security and Secure Design and Manufacture
Information Security Risk management across the life cycle -

\/ \/ \

T Verification/validation I

State of the art Acceptable residual risk

Annex|

Information for users, instructions .
Documentation

and labelling

MDCG 2019-16 Guidance on Cybersecurity for medical

deices; December 2019; July 2020 rev.1 CY 7790/ CY 4973 - Medical Device Cybersecurity
https:/ec.europa.eu/docsroom/documents/41863
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PATCH

Postmarket Cybersecurity Management under EU MDR/IVDR

Pre-market activities Post-market activities

Secure Design (Annex I)

Risk management (Annex I) Risk management (Annex I)

Establish Risk Control Measures (Annex I) Modify Risk Control Measures /Corrective
Actions/Patches (Annex I)

Validation, Verification, Risk Assessment,
Benefit Risk Analysis (Annex I)

Validation, Verification, Risk Assessment, Benefit Risk
Analysis (Annex I)

Technical Documentation (Annex II and ITT) Maintain and update a Post-market Surveillance Plan
and Post-market Surveillance System (Article 83 and
84

Conformity Assessment (Article 52) Trend Reporting (Article 88)

F'Establish a Post-market Surveillance Plan and Analysis of Serious Incidents (Article 89)

Post-market Surveillance System (Article 83
and 84)

Clinical evaluation process (Chapter VI) Post-Market Surveillance Report (Article 85)

Periodic Safety Update Report (Article 86)

» Update Technical Documentation (Annex IT and III)

Inform the Electronic System On Vigilance (Article 92)
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Global Trends Impacting Medical Device Cybersecurity

PATCH

Over the past decade, regulators and lawmakers have raised the bar on cybersecurity:

General Corporate Responsibility and Reporting:
US Federal Agencies Reporting Requirements: SEC, FTC, CISA
US Government Federal Acquisition requirements
EU: NIS2, Cyber-Resilience-Act (CRA)

Personal Data Protection & Privacy:
GDPR (EU), HIPAA (US) expecting update soon (?)
US State requirements for security and privacy: e.g., CA and CO now including “neural data™

Medical Device Cyber-Safety:
US FDA Pre- and Postmarket Cybersecurity Guidances
MDR/IVDR — MDCG 2019-16
Australia TGA (appreciated for its technical detail) — Medical Device Cyber Security Guidance for Industry
Singapore (novel but solid approach to risk assessment) — TR 67:2018, Connected Medical Device Security
Health Canada - Pre-market Requirements for Medical Device Cybersecurity
IMDRF - Principles and Practices for Medical Device Cybersecurity
Many others: Japan, China, Saudi Arabia, .....
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https://www.tga.gov.au/how-we-regulate/manufacturing/medical-devices/manufacturer-guidance-specific-types-medical-devices/regulation-software-based-medical-devices/medical-device-cyber-security-guidance-industry
https://www.singaporestandardseshop.sg/Product/SSPdtDetail/386a8bb0-fda6-4b55-ba8b-614847b1566d
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/cybersecurity/document.html
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/cybersecurity/document.html
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/cybersecurity/document.html
https://www.imdrf.org/sites/default/files/docs/imdrf/final/technical/imdrf-tech-200318-pp-mdc-n60.pdf

The R Register’

A CATACENTER SOFTWARE NETWORKS SECURITY AFRASTRUCTURE SUSNESS HARDWARE  SCIENG

Security
Hackers can steal your BRAIN WAVES

Depressingly familiar and stupid mistakes in EEG kit, health org's
storage of recorded brains

s
£ f s
13 Oct 2015 at 04:58, Darren Pauli L) o 324 o 10 @ 247

Hopefully, you won't fall for this anymore Hopefully, this hangs on the wall by your desk

CY 7790 / CY 4973 - Medical Device Cybersecurity
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Thank you!

axel@medcrypt.com
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